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1.0 INTRODUCTION
1.1  Purposeof Document

The purpose of this document is to provide vendors with the high leve requirements for
the Structured Product Labeling (SPL) Project to help them in responding to the request for
information.

1.2  Background

The overdl purpose of this project isto improve patient safety by ensuring that accurate
information about al drug products marketed in the United States is readily available to hedth
care providers, patients, and the public. The project is part of alarger initiative caled the
DalyMed. The DailyMed I nitiative is apartnership between the FDA, medication
manufacturers and distributors, the Nationd Library of Medicine (NLM), and hedlthcare
information suppliers. Hereis how it will work.

The pharmaceuticd industry, including manufacturers, repackers and relabelers, will
collaborate with the FDA to provide ready access to detailed information about their products.
Thisinformation will be exchanged in aform called Structured Product Labdling (SPL). SPL is
aHedth Levd Seven (HL7) standard, accredited by the American Nationa Standards Indtitute
(ANSI), for exchanging product information. SPL uses extensble mark up language (XML) to
electronicaly tagged information. The information in a SPL file includes the entire content of
labeling for the product (e.g., physidian labeling for prescription drugs and Drug Facts for over
the counter drug products) as well as specificaly tagged data dements. Thefird release of the
SPL standard includes XML tagged data el ements describing the product (e.g., ingredients,
dosage form) and how the product is packaged for distribution (e.g., bottle of 100 tablets).
Subsequent releases of SPL will include data e ements for other product information. The data
eementsinthe first release of SPL are dso submitted by the pharmaceutica industry during the
drug inventory process (product liging) required by FDA regulations. See Title 21 of the Code
of Federd Regulations, part 207 for information on product ligting. The overal SPL project
includes procedures involving the process and review of both product |abeling and product

lisiing.

Up-to-date SPL for each product will be transmitted from the FDA to the NLM on a
daily bass. NLM will provide the SPL, dong with other medication information (such aslinksto
publications), in an eectronic repository caled the DaillyMed. Hedthcare information suppliers
will be able to use the information from this repository to provide providers, patients and the
public access to reliable, up-to-date information on the medications they use.

1.3  Objective
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The objective of the SPL project isto develop atechnica environment that will support
processing and managing labding and listing information necessary to support the DailyMed
initiative.

14  Scope
The SPL project is limited to the management of the content of labeling changes and product
liging. There will be agradua phase-in of the product types and procedures. Theinitid phase

will include the processing and review of SPL for gpproved prescription drugs. Other products
and product listing procedures will be covered in a subsequent phase(s).
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20 SPL REVIEW PROCESS

21  Introduction

The main objective of the SPL Project isto develop atechnicd environment that will
support processing and managing of SPL. The following sub- sections describe the SPL review
process, and afunctiona concept of the SPL Project.

2.2 SPL Review Process

For the purposes of this document, the SPL Review Processincludes the Labdling,
Reglstratlon Listing, and Ingredient/UNII Processes.

Labeling process involves the management of product labeling such asthe
physician’slabeling for prescription drugs and Drug Facts for over the counter
drug products.
Regigtration process involves companies notifying the FDA of establishments
involved in the processing of products.
Listing process involves companies notifying FDA of products marketed in the
United States.
Ingredient/UNII process involves FDA assgning a unique identifier to an
ingredient used in a product.

The above process activities are depicted in Figure 2-1, SPL Labeling Review

Process, are further described below.
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Figure2-1. SPL Review Process

TheLabeling Review Process indudes the following activities

FDA
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Receaive SPL . The manufacturers will submit SPL to FDA. These SPL
submissions® will bein XML format in accordance with the HL7 SPL
standards.

Validate SPL XML. After the SPL submisson isreceved, it will be
vadidated. Only vaid SPL submissions will be stored in the SPL Repository.
The SPL filesthat do not meet the defined rules for completeness will be
rgjected and the submitter will be informed about the rejection reason. The
vdidation of SPL XML will be performed by the Labding System.

Review SPL Content. Ultimate functiondity for labeling review by FDA daff
may indude:
= Concurrent review of various sections
=  OnHling, linked access to various policy and procedure documents (e.g.,
Code for Federa Regulations, Manuals of Policies and Procedures)
= Abhility to compare different versons of SPL
= The capahility to record results of labeling negotiations conducted
outsde of the Labeling System.

Approve SPL Content. After review of SPL content, a designated authority
will be able to approve SPL content.

Transmit SPL. After find gpprova, the Labeling System will tranamit SPL to
the NLM. The SPL dissemination to Hedlth Care information providers and the
generd public will be performed through the DaillyMed.

The Registration Process indudes the following activity:
Recelve and Validate Registration Information. The FDA mandates that
manufacturers, repackers and relabelers submit regidration information for their
edablishments. The Regidration System receives and stores the registration
information.

The Listing Process includes the following activities:
Receive Listing Information. The FDA mandates that manufacturers,
repackers, and relabelers submit descriptive informetion (e.g., ingredients,
packaging information) for their marketed products for the product listing
inventory.

Verify Submitter Information. TheLiding Sysem will verify thet
edtablishment information has been supplied through the Regidtration System. If

! For this document, the phrase “ SPL submissions” refersto the SPL files only. It does not refer to the
submission of other documents and data provided with an application.

FIL/Q
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establishment information has been provided, the listing information will be
accepted and stored.

Verify Liging Information. The submitted information will be verified agangt
exising terminology.

M anage Product Codes. Based on the submitted information, product codes
will be managed for new ligings

The Ingredient/UNII Process indudes the following activities
Register Ingredient Information. FDA will enter identifying informetion on
each ingredient based on defined rules.

Generate UNII. Based on the submitted ingredient information, UNII
codes will be generated for new ingredients. The generated codes will be
incorporated into SPL.

2.3  SPL Functional Relationship Diagram
A concept of the SPL project is shown on Figure 2-2, SPL Functional Relationship
Diagram. The diagram depicts the future SPL systems and their interfaces with the existing

systems. Theinitid phase of the project will focus on the Labeling and Ingredient/UNII Systems
with the Regidration and Lising Systems coming later.
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Figure2-2. SPL Functional Relationship Diagram

All vdid SPL submissons received from the manufacturers will be stored in the SPL

Repository for processing. The Labeling Review Process will be supported by the Labeling
System. In order to facilitate the labeling review process, the system will have interfaces with the
following new and exising systems

Tracking System for tracking application information associated with new SPL
submissons

Recaiving Systems for receipt of incoming SPL submissions

Liging System for the product listing information

Ingredient/UNII System for the ingredient/UNII information

All SPL will be trangmitted to the centrd repository (e.g., NLM) for dissemination to

the Hedlth Care information suppliers

The SPL project will be developed and implemented in phases. The SPL functiona

relaionship diagrams for the first two phases of the SPL project are described in Appendix A,
SPL Functional Relationship Diagrams — Phase 1 and Phase 2.

2-4
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3.0 SPL FUNCTIONAL AND NON-FUNCTIONAL REQUIREMENTS
3.1  SPL Functional Requirements
The SPL Project condtitutes the following systems:.

Labdling System

Liding Sysem
Ingredients’UNII System
Regidration System.

Theinitid phase will not indude dl the high-level functiond requirements for these
systems. The details on which requirements are planned for each phase are captured in the
subsequent sub-sections and prioritized in Appendix B, High-Level Requirements Matrix.

3.1.1 Labeling System Requirements

The Labding System will enable the Agency to efficiently perform the following
functions

Receaive and vdidate SPL
Review and approve SPL
Generate and maintain audit trail
Generate reports

Tranamit SPL to NLM.

The high-leve requirements for these functional aress are detailed below.

3.1.11 Receveand Validatel abding

The Receive and Vdidate Labding function will receive SPL from the Receiving System

and vdidate the SPL submissions. The function will provide the capability to receive SPL and

perform vaidations necessary to ensure compliance with the HL7 SPL standard. The functiond

requirements are defined in Table 3-1, Labeling System — Receive and Validate Labeling.

Table 3-1. Labding System — Receive and Validate L abeling

Reg.
ID
1 The system shall provide the capability to receive SPL from the Receiving Systems.

Requirement

2. The system shall provide the capability to validate SPL submissions for consistency with
terminology according to the HL7 SPL standards (e.g., Code, Structure, and Content).

3. | Thesystem shall provide the capability to store valid SPL along with tracking data (e.g., application

number, submission type) in the SPL repository.

4, The system shall provide the capability to reject invalid SPL submissions.

3-1
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Table 3-1. Labeling System — Receive and Validate L abeling
Reg.
ID
5. The system shall provide the capability to notify a L abeling Coordinator about validation results on
SPL submissions.

Requirement

6. The system shall provide capability to notify a CBE evaluator of SPL with CBE Status.

7. The system shall provide the capability to generate a notification to the manufacturer detailing the
reasons why a SPL submission was rejected.

3.1.1.2 Review and Approve L abding

The Review and Approve Labeling function will directly aid the gepsinvolved in the SPL
review process. The function will provide a comprehensive SPL review capability to the
labdling reviewers to ensure efficient and effective labeling review. Note that some of these
functions are not planned for the initid phase. The functiond requirements are defined in Table
3-2, Labeling System — Review and Approve Labeling.

Table 3-2. Labeling System — Review and Approvel abeling
Reg.
ID
1 The system shall provide the capability to view SPL submissions, including status, section content,
XML tagged data elements, and graphics.

Requirement

2. The system shall provide the capability to select style-sheets for viewing SPL submissions based
on specific labeling reviewer needs.

3. The system shall provide the capability to review different sections of SPL concurrently.

4. The system shall provide the capability to prevent multiple users from editing the same section and
XML tagged data elements of SPL concurrently.

5. The system shall provide the capability to search the SPL Repository by any combination of
identified search criteria (e.g., status, section, data element).

6. The system shall provide word processing capability to edit (i.e., add, change, delete) SPL section
contents.

7. The system shall provide the capability to edit (i.e., add, change, delete) XML tagged data elements.

oo

The system shall provide the capability to record comments.

9. The system shall provide the capability to compare various versions of a SPL section and XML
tagged data element highlighting differences (i.e., additions underlined and del etions crossed out).

10. | The system shall provide the capability to compare SPL across the product class.

11. | The system shall provide the capability to validate XML tagged data elements against ingredient
information from the Ingredient/UNII System, if applicable.

12. | The system shall provide the capability to validate the XML tagged data elements against standard
terminology (e.g., dosage form, route of administration) from reference tables, if applicable.

13. | The system shall provide hyperlinksto reference material (e.g., CFR, MaPPs) pertaining to the
section being reviewed.

14. | The system shall provide hyperlinksto the ingredient molecular structures from the Ingredient/UNI|
System, if applicable.

15. | The system shall provide the capability for the Labeling Coordinator to change the status of one or
more sections and XML tagged data elements of SPL to “ Approved”.

16. | The system shall provide the capability to generate a notification request to send action lettersto
manufacturer.

17. | The system shall provide the capability to facilitate a secure method of collaboration between the

3-2
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Table 3-2. Labeing System — Review and Approvel abdling

Requirement

FDA reviewers and manufacturer during labeling negotiations.

3.1.1.3 Geneateand Maintain Audit Trail

The Audit Trall function will maintain an audit trail of dl labding review activities. The
function will track changes, verson, satus, and date of al SPL submissions and individua
sectionstherein. The function will maintain ahigtory of labeling review actions, including
reviewer names, dates, and times. The functiona requirements are defined in Table 3-4,
Labeling System — Generate and Maintain Audit Trail.

Table 3-4. Labeling System — Generate and Maintain Audit Trail

Requirement

1 The system shall provide the capability to record and maintain version, status, and date of each final
SPL section and XML tagged data elements.

2. The system shall provide the capability to record the final changes (e.g., contents, reviewer, time
stamp) made to an SPL section and XML tagged data element.

The system shall provide the capability to record approval decisions and approvingauthority.

4, The system shall provide the capability to capture the action letter and link it to the corresponding
SPL.

w

3.1.14 GenegateReports

The Reports function addresses the report generation needs of the labeling reviewers.
Additiondly, the function will generate notification requests to initiate correspondence to
manufacturers. The reporting requirements are defined in Table 3-5, Labeling System —
Generate Reports

Table 3-5. Labeling System — Generate Reports
Reg.
ID
1 The system shall provide the capability to generate standard reports using predefined selection
criteria(e.g., Status, Section Name, Data Element).
The system shall provide the capability generate reports in multi-sort order.
The systems shall provide the capability to generate reports based on predefined events.
The systems shall provide the capability to generate trend reports.
The system shall provide the capability to generate audit reports.
The system shall provide the capability to generate workflow reports.
The system shall provide the capability to generate a validation result report on SPL submissions.
The system shall provide capahility to generate the NLM transmission error report.
The system shall provide capability to generate the system performance statistics reports.
The system shall provide the capability to generate ad hoc reports.

Requirement

OO (N |G|~ (W (N

=
©
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Table 3-5. Labeling System — Generate Reports

Requirement

11. | The system shall provide the capability to generate notification requests.

3.1.1.5 Tranamit Approved SPL toNLM

Tranamit to NLM function will provide an automated and manud utility for the
tranamisson of approved SPL to NLM. The functiond requirements are defined in Table 3-6,
Labeling System— Transmit Approved SPL to NLM.

Table 3-6. Labeling System — Tranamit Approved SPL to NLM

Req.ID | Requirement |

1 The system shall provide the capability to generate approved SPL for transmission, based
on defined business rules.

2. The system shall provide the capability to automatically transmit generated SPL, after a
predefined delay period (e.g., 24 hours), to NLM on a specified time schedul e.

3. The system shall provide the capability to track transmission failures.

4, The system shall provide the capability to notify the system administrator about a
transmission failure.

5. The system shall provide the capability to manually transmit approved SPL.

3.1.1.6 Interfaces

The Labdling System will have interfaces with severd sysems. The information
received through these interfaces will enable the labeling reviewers to process SPL submissions.
The interface requirements are defined in Table 3-7, Labeling System — Interfaces.

Table3-7. Labeling System — I nterfaces
Reg.
ID
1 The system shall provide the capability to interface with the Tracking System (e.g.,
COMIS/IDARRTS) for tracking information (e.g., application number, submission type, submission
status).
2. The system shall provide the capability to interface with the Receiving System (e.g., EDR) for receipt
of incoming SPL submissions.
3. The system shall provide the capability to interface with the Ingredient/UNII System for the
ingredient/UNII information, if applicable.
4. | Thesystem shall provide the capability to interface with the Listing System for listing information
and SPL submissions.

Requirement

3.1.2 Listing System Requirements
The Liging System will enable the FDA personnd to efficiently perform the following
liging functions

34
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Recalve and vdidate liging information
Process liging information
Generate reports.

The high-leve requirements for these functional areas are captured in the subsequent
sub-sections.

3.1.2.1 Receveand Validate Listing I nformation

The Recaive and Vdidate Ligting Information function will enable the receiving and
vaidation of lising information and associated files from the manufacturers, repackers, and
relabelers. The functiona requirements are defined in Table 3-8, Listing System — Receive
and Validate Listing Information.

Table 3-8. Listing System — Recelve and Validate Listing I nformation
Reg.
ID

1 The system shall provide the capability to receive listing information from the manufacturer,
repacker and relabeler

Requirement

2. The system shall provide the capability to receive the SPL submissions from the manufacturer.

3. The system shall provide the capability to validate the received listing information.

4, The system shall provide the capability to verify the manufacturer, repacker and relabeler
information against the registration information from the Registration System.

5. | Thesystem shall provide the capability for manufacturer, repacker, and relabeler to view and update
thelisting information and reviewer to provide quality control.

6. The system shall provide the capability to store the listing information.

3.1.2.2 ProcessLigting Information

The Process Ligting Information function will manage product code information. The
functiond requirements are defined in Table 3-9, Listing System — Process Listing
Information.

Table 3-9. Listing System — Process Listing Infor mation

ngq Requirement
1 The system shall provide the capability to merge information collected in the labeling and listing

system.

2. The system shall provide the capability to manage Product Codes.

w

The system shall provide the capability to store Product Codes.

4, The system shall provide the capability to exchange Product Codes with manufacturer, repacker and
relabeler.

3-5
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3.1.2.3 Generate Reports

The Reports function will enable the FDA g&ff to generate standard and ad hoc reports.
Additionaly, the function will generate notification requests to initiate correspondence to
manufacturers. The reporting requirements are defined in Table 3-10, Listing System —
Generate Reports

Table 3-10. Listing System — Gener ate Reports

Reg.
ID
1 The system shall provide the capability to generate standard reports using predefined selection

criteria (e.g., manufacturer, product name).

Requirement

2. The system shall provide the capability to generate ad hoc reports.

3. The system shall provide the capability to generate notification requests.

3.1.24 Interfaces

To facilitate the processing of SPL submissions, the Listing System will have interfaces
with severd systems. Theinterface requirements are defined in Table 3-11, Listing System —
Interfaces.

Table 3-11. Listing System — I nterfaces

R”e:s)q Requirement
1. | Thesystem shall provide the capability to interface with the Labeling System to retrieve SPL

information.

2. The system shall provide the capability to interface with the Labeling System to merge data.

3. The system shall provide the capability to interface with the Registration System for the
manufacturer, repacker and rel abeler registration information.

3.1.3 IngredientUNII System Requirements

The IngredientsUNII System will enable the FDA usersto efficiently perform the
following functions

Regiger and vaidate ingredient information

Generate UNII

Search for matching structure/UNII using predefined selection criteria
Generate standard reports.

The system requirements (*) are defined in Table 3-12, Ingredients/UNII System.
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(*) — FDA is currently using the Subs stence Regigration System (SRS) that performsthe
above functions. FDA may decide to use this system instead of developing anew one. In
this case, only an interface from Labding System to the existing SRS will be required (see
Table 3-7, Requirement 3).

Table 3-12. IngredientsUNII System

Reg.
ID

1 The system shall provide the capability to register ingredient information.

Requirement

The system shall provide the capability to store the ingredient information (e.g., name, structure).

The system shall provide the capability to generate UNII code for ingredients.

EISAIN

The system shall provide the capability to search for matching structure or UNII code using any
combination of identified selection criteria (e.g.,, BDNUM, compound name).

5. The system shall provide the capability to restrict changesto the ingredient information after the
UNII is generated for the ingredient.

6. The system shall provide the capahility to register new compound defined as single structure and
mixed structures.

7. The system shall provide the capability to update compound data (e.g., BDNUM, Name).

8. The system shall provide the capability to generate standard reports using predefined selection
criteria(e.g., ingredient name, BDNUM).

9. The system shall provide the capability to interface with the Ingredient Dictionary for ingredient
information.

3.1.4 Registration System Requirements

The Regidration Sysem will enable the FDA usersto efficiently perform the following
functions

Recave and vaidate regidration information
Generate registration number

Generate standard reports.

The system requirements are defined in Table 3-13, Registration System.

Table 3-13. Registration System

Req.
ID
1 The system shall provide the capability to receive registration information from the

manufacturer/repacker/relabeler.

Requirement

2. The system shall provide the capability to validate registration information.

3. The system shall provide the capahility to store the registration information.

4, The system shall provide the capability to generate the registration number for each site being
registered.

5. The system shall provide the capability to send/print a notification request for communicating the
registration number to the manufacturer/repacker/relabeler.

6. The system shall provide the capability to generate standard reports using predefined selection
criteria.

3-7
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Table 3-13. Registration System

Requirement

7. The system shall provide the capability to automatically send a notification request informing the
manufacturer/repacker/relabel er to submit registration updates.

3.2  SPL Non-Functional Requirements

The high-level non-functiond requirements for the SPL Project will hdp ensure the
efficient operation of the sysemsinvolved in the SPL Project. The requirements outline the
performance, adminigration, security, and environmental needs of the SPL Project.

The high-level non-functiond requirements are captured in the subsequent sub-sections
and prioritized in Appendix B, High-Level Requirements Matrix.

3.2.1 Performance and Availability Requirements

The performance and availability requirements specify the maximum numbers of
transactions, storage requirements, concurrent users, availability, or any other quantifiable
information about performance requirements placed on the SPL Project. The requirements are
defined in Table 3-14, Performance and Availability.

Table 3-14. Performance and Availability
Requirement

1. The system shall support 5,000 users.

2. The system shall provide response to the user in less than 10 seconds (excluding reports) if less
than 1,000 concurrent users are logged in.

3. The system shall provide response to the user in less than 15 seconds (excluding reports) if more
than 1,000 concurrent users are logged in.

4, The system shall provide the capability to process and store at least 1,000 original SPL per year for
the next 10 years.

5. The system shall provide capability to process and store at least 15,000 SPL changes (labeling
supplements and annual reports) per year for the next 10 years.

The system shall provide the capability to generate performance statistics for agiven period of time.
The system shall be available to authorized internal usersat all FDA geographical locations.

The system shall be available to authorized external usersviathe Internet.

The system shall be availableto all authorized (internal and external) users 95 % of time during
official business hours, excluding scheduled maintenance.

©|o (N[

3.22 System Administration Requirements
The system adminigration requirements provide the authorized system adminigration

gaff with a comprehensive means to maintain and administer the SPL Project systems. The
requirements are defined in Table 3-15, System Administration.

FIL/Q
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Table 3-15. System Administration

Py
B

Requirement

il O

The system shall provide the capability to create and maintain user roles and profiles.

The system shall provide the capability to remove user privileges/accounts.

The system shall provide the capability to perform database backups and restores.

The system shall provide the capability to create and maintain online help files.

The system shall provide the capability to create and maintain look up tables.

The system shall provide the capability to update hyperlinks to supporting documentation.

The systems shall provide the capability to archive old SPL versions.

The system shall provide the capability to perform global changes across a product class.

© (PN |01~ (W]

The system shall provide the capability to retract/withdraw approved SPL from the SPL Repository
due to human error.

3.2.3 System Security Requirements

The system security requirements address login, role based security, and other security
related needs for the SPL Project. The requirements are defined in Table 3-16, System
Security.

Table 3-16. System Security

Reg.
ID
1. The system shall comply with FDA security policies and procedures.

Requirement

2. The system shall provide the capability to implement role-based security.

3. The system shall provide the capability to integrate with FDA’ s single sign on security solution if
applicable.

4, The system shall authenticate users upon sign on.

5. The system shall provide users with functional and data access based on the roles assigned to their
profiles.

6. The system shall provide the capability to integrate with FDA’ s firewall solution for secured access
viathe Internet.

7. The system shall encrypt sensitive communications over the FDA |ntranet/Internet.

8. The system shall have the capability to automatically alert the system administration staff if an
unauthorized access occurs.

9. The system shall provide the capability to integrate with FDA'’ s virus protection software.

3.24 System Environment Requirements

The system environment requirements pertain to the SPL technica environment and
support the design and development of the project. The requirements are defined in Table 3-
17, System Environment.

Table3-17. System Environment

Reg.
ID

FIL/Q
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Table 3-17. System Environment
Reg.
ID
1 The system shall be compliant with FDA’s Enterprise Architecture.
2. The system shall be compatible with the prevailing versions of Web browsers used by FDA.
3. The system shall store datainto arelational and/or XML database.

Requirement

3.25 Section 508 Requirements

Section 508 requires that Federd agencies’ dectronic and information technology is
access ble to people with disabilities. The Section 508 requirements pertain to Section 508
compliance. The requirements are defined in Table 3-18, Section 508.

Table 3-18. Section 508

Requirement

1 The system shall be compliant with Section 508 requirements.

3.2.6 Additional Requirements

The additiond requirements provide supplementary requirements that are relevant to the
SPL Project. Therequirements are defined in Table 3-19, Additional Requirements

Table 3-19 Additional Requirements
Reg.
ID
1 The system shall provide context specific online help on the system functions.
The system shall provide the facility tolog and report application errors/failure.
The system shall be scalable to accommodate increased workload in the future.
The system shall comply with the Federal Information Processing Standards Publications (FIPS
PUBS) outlined in Appendix C, Table C-1 FIPSPUBS.

Requirement

EISAIN
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SPL Functional Relationship Diagrams— Phase 1 and Phase 2

The SPL project will be developed and implemented in phases.

The SPL functional

relaionship diagrams are pictorid depictions of the first two phases of the SPL project. The
diagramsinclude current and emerging systems and present how these sysems will support the

labeling review process.

The firgt two phases of the SPL Project incdlude drug products covered under product
liging regulations. The future phases of the SPL Project may concentrate on other FDA

regulated products such as dietary supplements and medical devices.

SPL Project Phase 1

The god of the SPL Project Phase 1 isto create a system for SPL submissonsfor
approved prescription drugs. The new systems will be integrated with the existing systems as

shown on Figure A-1, SPL Project Phase 1.
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Figure A-1. SPL Project Phase 1



The Figure A-1 illugtrates the SPL Project at the end of Phase 1. The figure shows the
relationship between the key stakeholders and new and existing systems and the flow of
information from the applicant to the NLM. The key stakeholders directly associated with the
SPL Project Phase 1 are FDA, manufacturers, NLM, hedlth care information suppliers and the

public.

Table A-1, SPL Project Phase 1 Systems, provides a description of the systems
shown in Figure A-1 that will support the labeling review process.

Table A-1. SPL Projedt Phase 1 Systems

Description

SPL Project Systems

1 Labeling System

Thelabeling reviewers will use the Labeling System to receive, review,
approve, and transmit SPL. The system will also maintain the SPL
Repository.

2. Ingredient/UNII System

The Ingredient/UNII System will be used to generate and maintain
UNII for product ingredients. It will store the ingredient information
such as names, structures, and definitions. The system will interface
with the Ingredient Dictionaries to provide other ingredient related
information required by the labeling review process.

Other Supporting Systems

1 Receiving Systems

The Receiving Systems will be used for receiving the SPL submissions
(including original SPL and SPL supplements). The systemswill aso
generate the original tracking information for al submissions. The
Receiving Systems will act as the staging area before the Labeling
System pullsthe SPL submissions for review and processing.

For the approved prescription drug SPL, the Receiving Systemswill be
Central Document Room (CDR) and Electronic Document Room (EDR).

2. Tracking System

The Tracking System will be used to track the SPL submissions. The
system will interface with the Labeling System to provide the tracking
information upon arrival of a SPL submission.

For the approved prescription drug SPLs, the Tracking System will be
the Center-wide Oracle Management Information System (COMIS) and
the Document Archiving, Reporting, and Regulatory Tracking System
(DARRTS).

3. Registration and Listing
System

The Registration and Listing System will be used to receive and store
the registration and listing information from the manufacturers,
repackers and relabel ers.

For the approved prescription drug SPL, the Registration and Listing
System will be the existing Drug Registration and Registration System
(DRLS).

4, Ingredient Dictionaries

The Ingredient Dictionaries will be used to store ingredient
information. The system will interface with the Ingredient/UNI|
System to provide detailed ingredient information.

For the approved prescription drug SPL, the Ingredient Dictionary will
be the Chemistry Ingredient Dictionary (CID).
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As depicted on Figure A-1, the manufacturers will send SPL submissions, induding
origind SPL and SPL supplements, to FDA for approved prescription drugs. The SPL
submissonswill be received and stored in the Electronic Repository using the Receiving
Sysems. Also, tracking informeation including a unique submission identifier, goplication
number, submission type, and submission status will be created in the Tracking System. Based
on thisinformation, the Labding System will retrieve the SPL submissonsinto the SPL
Repository for review and processing by the labeling reviewers. The labding reviewers will
view SPL using the Labding Sysem. The system will facilitate the labeling review process by
interfacing with other supporting systems to pull the following informetion:

Ingredient/UNII information from the Ingredient/UNIl System
Reference information from the Tracking System

Oncethelabding review is complete, the approved SPL will be transmitted to NLM for
dissemination to healthcare information suppliers and public.

SPL Project Phase 2

The gods of the SPL Project Phase 2 are:
Cover other drug listing products including unapproved prescription drugs and OTC
drugs
Develop systems that will process drug listing information
Manage product codes
Regigter information about manufacturers, repackers, and relabeers.

The new systems will be integrated with the existing sysems as it is shown in Figure A-
2, SPL Project Phase 2.

The Figure A-2, SPL Project Phase 2, illugtrates the SPL Project at the end of Phase
2. The figure shows the relationship between the key stakeholders and new and existing
systems and the flow of information from the companies (e.g., manufacturers, repackers, and
relabeers) to the recipients (e.g., healthcare community/public). The key stakeholders directly
associated with the SPL Project Phase 2 are the same as Phase 1.
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Figure A-2. SPL Project Phase 2

Table A-2, SPL Project Phase 2 Systems, provides a description of the systems, as
shown in Figure A-2, SPL Project Phase 2, that will support the labeling review process.

Table A-2. SPL Project Phase 2 Systems

\[o} | Name

Description \
SPL Systems

1 Labeling System

Thelabeling reviewers will use the Labeling System to receive, review,
approve, and transmit SPL. The system will also maintain the SPL
Repository.

2. Ingredient/UNII System

The Ingredient/UNII System will be used to generate and maintain
UNII for product ingredients. It will store the ingredient information
such as names, structures, and definitions. The system will interface
with the Ingredient Dictionaries to provide other ingredient related
information required by the labeling review process.

3. Listing System

The Listing System will be used to receive and store the listing
information from the manufacturers, repackers, and relabelers. The
system will interface with the Labeling System to pass received
information.




Table A-2. SPL Project Phase 2 Systems
[\[e} | Name | Description \
4, Registration System The Registration System will be used to receive and store the
registration information from the manufacturers, repackers, and
relabelers. The system will interface with the Listing System to
provide registration information.

Other Supporting Systems

1 Receiving Systems The Receiving Systems will be used for receiving the SPL submissions
(including original labeling with applications, labeling changes, and
labeling changes with annual reports). The systems will also generate
the original tracking information for all submissions. The Receiving
Systems will act as the staging area before the Labeling System pulls
the SPL submissions for review and processing.

For the drug products, the Receiving Systemswill be CDR and EDR.

2. Tracking System The Tracking System will be used to track the SPL submissions. The
system will interface with Labeling System to provide the tracking
information upon arrival of a SPL submission.

For the drug products, the Tracking System will be DARRTS.

3. Ingredient Dictionaries The Ingredient Dictionaries will be used to storeingredient
information. The system will interface with the Ingredient/UNI|
System to provide detailed ingredient information.

For the drug products, Ingredient Dictionary will be CID.

Asdepicted in Figure A-2, SPL Project Phase 2, the manufacturers of drugs lising
products may pass SPL submissons through the Ligting Sysem The SPL submissons will be
gtored in the SPL Repository. The sysem will fadlitate the labeling review process by
interfacing with other supporting sysems to pull the following informeation:

Ingredient/UNII information from the Ingredient/UNII System
Reference table information from the Tracking System
SPL submissons from the Ligting System.

Once the liging is completed, the SPL is tranamitted to the NLM for dissemination
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Release 1A: Thisrelease will conditute the development and implementation of
Labding System and Ingredient/UNII System. For the Labeling System the intention isto
implement core labeling review capabilities for prescription drugs. The core cgpabilities for both
sysems indude the following:

Receive and Vdidate Labding

Approve Labding

Audit Trall

Trangmit to NLM

Interfaces with other systems

Receaive and vdidate ingredient information
Generate UNII.

Release 1B: Thisrdease will enhance the functiondity of the Labeling System and
Ingredient/UNII System to include the following:

Enhanced review capabilities
Report generation capabilities.

Release 2: Thisrdease will extend the functiondity of the Labeling System implemented
in erlier rleases to include dl drug liding products same question regulated. Additiondly, this
release will dso condtitute the devel opment and implementation of Listing System and
Regidration Sysem. The implementation of these two systems will automate the following:

Drug listing process
Egtablishment registration process.

Subsequent Releases: Subsequent releases will extend the functiondity of the SPL
Project systems to process labeling for other FDA regulated products such as dietary
supplements, and medicd devices.

Table B-1, SPL Project Functional Requirements Prioritization Matrix, presents
the high level functiond requirements and maps them to the rdeases (e.g., 1A, 1B, 2) they will
beimplemented. Table B-1 dso identifiesif the requirement is essentid (Column “E”) to the
labeling review process.

TableB-1. SPL Project Functional Requirements Prioritization Matrix
Requirements

3.1.1 Labeling System
3.1.1.1 Receive and Validate L abeling

B-1
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TableB-1. SPL Project Functional Requirements Prioritization Matrix

Req. Requirements ‘ E ’ 1 ‘ 1 ‘ 2

ID A| B

1. | Thesystem shall provide the capability to receive all SPL submissions (e.g., sl
Original, Supplements).

2. | Thesystem shall provide the capability to validate SPL submissions for
consistency with terminology according to the HL7 SPL standards (e.g., Code, VoY
Structure, and Content).

3. | Thesystem shall provide the capability to store valid SPL submissions(e.g.,
original submissions, supplements, annual reports) along with their tracking VoY
data (e.g., application number, submission type) in the SPL repository.

4. | The system shall provide the capability to reject invalid SPL submissions. vV

5. | The system shall provide the capability to notify a L abeling Coordinator about | , |
validation results on SPL submissions.

6. | Thesystem shall provide capability to notify a CBE evaluator of SPL with CBE v
Status.

7. | Thesystem shall provide the capability to generate anotification to the v
manufacturer detailing the reasons why a SPL submission was rejected.

3.1.1.2 Review and Approve Labding

1. | Thesystem shall provide the capability to view SPL submissions, including sl
status, section content, XML tagged data elements, and graphics.

2. | Thesystem shall provide the capability to select style-sheetsfor viewing SPL v
submissions based on specific labeling reviewer needs.

3. | Thesystem shall provide the capability to review different sections of SPL Y
concurrently.

4, | Thesystem shall provide the capability to prevent multiple users from editing v v
the same section and XML tagged data elements of SPL concurrently.

5. | The system shall provide the capability to search the SPL Repository by any vl
combination of identified search criteria (e.g., status, section, data element).

6. | Thesystem shall provide word processing capability to edit (i.e., add, change, v
delete) SPL section contents.

7. | Thesystem shall provide the capability to edit (i.e., add, change, delete) XML v
tagged data elements.

8. | Thesystem shall provide the capahility to record comments. v

9. | Thesystem shall provide the capability to compare various versions of a SPL
section and XML tagged data element highlighting differences (i.e., additions v
underlined and del etions crossed out).

10. | The system shall provide the capability to compare SPL across the product v
class.

11. | The system shall provide the capability to validate XML tagged data elements v
against ingredient information from the Ingredient/UNII System, if applicable.

12. | The system shall provide the capability to validate the XML tagged data
elements against standard terminology (e.g., dosage form, route of v
administration) from reference tables, if applicable.

13. | The system shall provide hyperlinksto reference materia (e.g., CFR, MaPPs) v
pertaining to the section being reviewed.

14. | The system shall provide hyperlinksto the ingredient molecular structures from v
the Ingredient/UNII System, if applicable.

15. | The system shall provide the capability to change the status of one or more
sections and XML tagged data elements of SPL to “Approved” by the Labeling | ¥ | v
Coordinator.

B-2
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TableB-1. SPL Project Functional Requirements Prioritization Matrix

Req. Requirements ‘ E ’ 1 ‘ 1 ‘ 2

ID A| B

16. | The system shall provide the capability to generate anotification request to v
send action letters to manufacturer.

17. | The system shall provide the capability to facilitate a secure method of
collaboration between the FDA reviewers and manufacturers during labeling v
negotiations.

3.1.1.3 Generateand Maintain Audit Trail

1. | Thesystem shall provide the capability to record and maintain version, status, v v
and date of each final SPL section and XML tagged data elements.

2. | Thesystem shall provide the capability to record the final changes (e.g.,
contents, reviewer, time stamp) made to an SPL section and XML tagged data VoV
element.

3. | The system shall provide the capability to record approval decisions and v
approving authority.

4. | Thesystem shall provide the capability to capture the action letter and link it to v
the corresponding SPL.

3.1.1.4 Generate Reports

1. | Thesystem shall provide the capability to generate standard reports using v
predefined selection criteria (e.g., Status, Section Name, and Data Element).

2. | Thesystem shall provide the capability generate reportsin multi-sort order. v

3. | Thesystemsshall provide the capability to generate reports based on v
predefined events.

4, | The systems shall provide the capability to generate trend reports. v

5. | The system shall provide the capability to generate audit reports. v

6. | Thesystem shall provide the capability to generate workflow reports. v

7. | Thesystem shall provide the capability to generate avalidation result reporton | |
SPL submissions.

8. | Thesystem shall provide capability to generate the NLM transmission error Y
report.

9. | Thesystem shall provide capability to generate the system performance v
statistics reports.

10. | The system shall provide the capability to generate ad hoc reports. v

11. | The system shall provide the capability to generate notification requests. v

3.1.1.5 Transmit Approved SPL toNLM

1. | Thesystem shall provide the capability to generate SPL for transmission, based | , | ,
on defined business rules.

2. | Thesystem shall provide the capability to automatically transmit generated
SPL s, after a predefined delay period (e.g., 24 hours), to NLM on a specified vl v
time schedule.

3. | Thesystem shall provide the capability to track transmission failures. VoY

4. | The system shall provide the capability to notify the system administrator about | , |
atransmission failure.

5. | The system shall provide the capability to manually transmit approved SPL. v | v

3.1.16 Interfaces

1. | Thesystem shall provide the capability to interface with the Tracking System
(e.g.,, COMIS/DARRTS) for tracking information (e.g., application number, v
submission type, submission status).

2. | Thesystem shall provide the capability to interface with the Receiving System v v
(e.g., EDR) for receipt of incoming SPL submissions.
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TableB-1. SPL Project Functional Requirements Prioritization Matrix

Req. Requirements ‘ E ’ 1 ‘ 1 ‘ 2

ID A| B

3. | The system shall provide the capability to interface with the Ingredient/UNI| v
System for the ingredient/UNII information, if applicable.

4. | Thesystem shall provide the capability to interface with the Listing System for v
listing information and SPL submissions.

3.1.2.1 Receiveand Validate Listing | nfor mation

1. | Thesystem shall provide the capability to receivelisting information from the v v
manufacturer/repacker/relabeler.

2. | Thesystem shall provide the capability to receive the SPL submissionsfromthe | v
manufacturer.

3. | Thesystem shall provide the capability to validate the received listing v v
information.

4. | The system shall provide the capability to verify the manufacturer, repacker
and relabeler information against the registration information from the v
Registration System.

5. | Thesystem shall provide the capability for manufacturer, repacker, and relabeler
to view and update the listing information and the reviewer to provide quality v v
control.

6. | Thesystem shall provide the capability to store the listing information. v v

3.1.2.2 Process Listing I nformation

1. | Thesystem shall provide the capability to merge information collected in the v v
labeling and listing system.

2. | The system shall provide the capability to manage Product Code. v v

3. | Thesystem shall provide the capability to store Product Codes. v v

4. | The system shall provide the capability to exchange Product Codes with v v
manufacturer, repacker and relabeler.

3.1.2.3 Generate Reports

1. | Thesystemshall provide the capability to generate standard reports using v
predefined selection criteria (e.g., manufacturer, product name).

2. | Thesystem shall provide the capability to generate ad hoc reports. v

3. | Thesystem shall provide the capability to generate notification requests. v

3.1.24 Interfaces

1. | Thesystem shall provide the capability to interface with the Labeling Systemto | v
retrieve SPL information.

2. | Thesystem shall provide the capability to interface with the Labeling Systemto | v
merge data.

3. | Thesystem shall provide the capability to interface with the Registration v
System for the manufacturer, repacker and relabeler registration information.

3.1.3IngredientsUNI| System |

1. | Thesystem shall provide the capability to register ingredient information. VoY

2. | Thesystem shall provide the capability to store theingredient information (e.g., | , |
name, structure).

3. | Thesystem shall provide the capability to generate UNII code for ingredients. VoY

4. | The system shall provide the capability to search for matching structure or UNII
code using any combination of identified selection criteria (e.g., BDNUM, VoV
compound name).

5. | The system shall provide the capability to restrict changes to the ingredient vl
information after the UNII is generated for the ingredient.
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TableB-1. SPL Project Functional Requirements Prioritization Matrix
Req. Requirements ‘ E’ 1 ‘ 1 ‘ 2
ID
6. | Thesystem shall provide the capability to register new compound defined as s
single structure and mixed structures.

7. | Thesystem shall provide the capability to update compound data (e.g., s
BDNUM, Name).

8. | Thesystem shall provide the capability to generate standard reports using v
predefined selection criteria (e.g., ingredient name, BDNUM).

9. | The system shall provide the capability to interface with the Ingredient v v

Dictionary for ingredient information.
3.1.4 Registration System |
1. | Thesystem shall provide the capability to receive registration information from

the manufacturer/repacker/relabeler. Y Y
2. | Thesystem shall provide the capability to validate registration information. v v
3. | Thesystem shall provide the capability to store the registration information. v v
4. | Thesystem shall provide the capability to generate the registration number for | v
each site being registered.
5. | Thesystem shall provide the capability to send/print a notification request for v v

communicating the registration number to the manufacturer/ repacker/relabeler.

6. | Thesystem shall provide the capability to generate standard reports using %
predefined selection criteria.

7. | The system shall provide the capability to automatically send a notification
request informing the manufacturer/repacker/relabel er to submit registration 4
updates.

E— Essential; 1A — Release 1A; 1B — Release 1B; 2— Release 2

Table B-2, SPL Project Non-Functional Requirements Prioritization Matrix
presents the high level non-functiona requirements and maps them to the rleases (i.e,, 1A, 1B,
2) they will beimplemented. Table B-1 dso identifiesif the requirement is essentid (Column
“E”) to the labeling review process.

Table B-2. SPL Project Non-Functional Requirements Prioritization Matrix

Req. Requirements El1]1]2
ID A|B
3.2.1 Performance and Availability Requirements

1. | The system shall support 5,000 users. v

2. | Thesystem shall provide response to the user in less than 10 seconds s
(excluding reports), if lessthan 1,000 concurrent users are logged in.

3. | Thesystem shall provide response to the user in less than 15 seconds s
(excluding reports), if more than 1,000 concurrent users are logged in.

4. | Thesystem shall provide the capability to process and store at least 1,000 v %
original SPLs per year for the next 10 years.

5. | Thesystem shall provide capability to process and store at least 15,000 SPL
changes (labeling supplements and annual reports) per year for the next 10 v 4
years.

6. | Thesystem shall provide the capability to generate performance statistics for a v
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Table B-2. SPL Project Non-Functional Requirements Prioritization Matrix

Req. Requirements ‘ E ’ 1 ‘ 1 ‘ 2

ID A| B
given period of time.

7. | Thesystem shall be available to authorized internal usersat all FDA s v
geographical locations.

8. | The system shall be available to authorized external usersviathe Internet. v

9. | Thesystem shall be availableto all authorized (internal and external) users95% | | %
of time during official business hours, excluding schedul ed maintenance.

3.2.2 System Administration Requirements

1. | Thesystem shall provide the capability to create and maintain user roles and v
profiles.

2. | Thesystem shall provide the capability to remove user privileges/accounts. VoY

3. | Thesystem shall provide the capability to perform database backups and Y
restores.

4. | The system shall provide the capability to create and maintain online helpfiles. | v | v | ¥ | ¥

5. | The system shall provide the capability to create and maintain look up tables. VvV

6. | Thesystem shall provide the capability to update hyperlinks to supporting vyl
documentation.

7. | The systems shall provide the capability to archive old SPL versions. v

8. | Thesystem shall provide the capability to perform global changes across a v v
product class.

9. | Thesystem shall provide the capability to retract/withdraw approved SPL from | |
the SPL Repository due to human error.

3.2.3 System Security Requirements

1. | Thesystem shall comply with FDA security policies and procedures. v |V

2. | The system shall provide the capability to implement role-based security. v |V

3. | Thesystem shall provide the capability to integrate with FDA’s single sign on Y
security solution, if applicable.

4. | The system shall authenticate users upon sign on. VoY

5. | The system shall provide userswith functional and data access based on the vlvlvlv
roles assigned to their profiles.

6. | Thesystem shall provide the capability to integrate with FDA’sfirewall solution | v
for secured access viathe Internet.

7. | Thesystem shall encrypt sensitive communications over the FDA v
Intranet/Internet.

8. | Thesystem shall have the capability to automatically alert the system v
administration staff if an unauthorized access occurs.

9. | Thesystem shall provide the capability to integrate with FDA’svirus protection | , |
software.

3.2.4 System Environment Requirements

1. | Thesystem shall be compliant with FDA’s Enterprise Architecture. VoY v

2. | Thesystem shall be compatible with the prevailing versions of Web browsers Y %
used by FDA.

3. | Thesystem shall store datainto arelational and/or XML database. vV v

3.2.5 Section 508 Requir ements
1. | The system shall be compliant with Section 508 requirements. v [v[v ]|~
3.2.6 Additional Requirements

1. | Thesystem shall provide context specific online help on the system functions. | v | ¥ [V | ¥

2. | Thesystem shall provide thefacility to log and report application errors/failure. v

3. | The system shall be scalable to accommodate increased workload in the future. v VY
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Table B-2. SPL Project Non-Functional Requirements Prioritization Matrix
Requirements

4. | Thesystem shall comply with the Federal Information Processing Standards v
Publications (FIPS PUBS) outlined in Appendix C, Table C-1 FIPS PUBS.

CE- Essential; 1A — Release 1A; 1B — Release 1B; 2— Release 2
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FIPS PUBS



Note: The specificationsin HL7 SPL Standards will have precedence over FIPS PUBS

Table C-1 FIPS PUBS

FIPS ‘ Title ‘ Description
No.

4-2 Representation of calendar This standard provides a means of representing calendar date
date to facilitate interchange of | to facilitate interchange of data among information systems.
data among information Adopts American National Standard Institute (ANSI) X 3.30-
systems 1997: Representation of Date for Information Interchange

(revision of ANS| X3.30-1985 [R1991]).

52 Codesfor the Identification of | Providesaset of two-digit numeric codes and a set of two-letter
the States, the District of a phabetic codes for representing the 50 states, the District of
Columbia and the Outlying Columbia and the outlying areas of the U.S., and associated
Areas of the United States, areas such as the Federated States of Micronesia and Marshall
and Associated Areas- May Islands, and the trust territory of Palau.

28, 1987

6-4 Counties and Equivalent Provides the names and three-digit codes that represent the
Entities of the U.S,, Its counties and statistically equivalent entities of the 50 States,
Possessions, and Associated | the District of Columbia, and the possessions and associated
Areas - Aug 31, 1990 areas of the United States for use in the interchange of

formatted machine-sensible data. Implements ANSI X3.31-1988.

8-6 Metropolitan Areas— Mar, Provides afour-digit numeric code for each metropolitan areain
1995 the U.S. and Puerto Rico, including units called Metropolitan

Statistical Areas (MSASs), Consolidated Metropolitan Statistical
Areas (CMSAs), and Primary Metropolitan Statistical Areas
(PMSASs), and related units called New England County
Metropolitan Areas (NECMAS). The general concept
underlying MAsisthat they are composed of acore area
containing alarge population nucleus together with adjacent
communities having a high degree of economic and social
integration with that core.

104 Countries, Dependencies, Providesalist of the basic geopolitical entitiesin theworld,
Areas of Special Sovereignty, | together with the principal administrative divisions that
and Their Principal comprise each entity. Each basic geopolitical entity is
Administrative Divisions— represented by atwo-character, alphabetic country code. Each
Apr, 1995 principal administrative division isidentified by a four-character

code consisting of the two-character country code followed by
atwo-character administrative division code. These codes are
intended for use in activities associated with the mission of the
Department of State (DoS) and in National defense programs.

31 Guidelinesfor Automatic Data | Provides guidance to Federal organizationsin developing
Processing Physical Security physical security and risk management programs for their
and Risk Management—June | Automated Data Processing (A DP) facilities. Can be used asa
1974 checklist for planning and evaluating security of computer

systems.

46-3 Data Encryption Standard The selective application of technological and related

(DES) — 99 Oct 25

procedural safeguardsisan important responsibility of every
Federal organization in providing adequate security to its
electronic data systems. This publication specifies two
cryptographic algorithms, the Data Encryption Standard (DES)
and the Triple Data Encryption Algorithm (TDEA), which may
be used by Federal organizationsto protect sensitive data.

C-1
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Table C-1 FIPSPUBS

Title

Description

Protection of data during transmission or while in storage may
be necessary to maintain the confidentiality and integrity of the
information represented by the data. The algorithms uniquely
define the mathematical stepsrequired to transform datainto a
cryptographic cipher and also to transform the cipher back to
the original form. The DESisfor use by Federal agencieswithin
the context of atotal security program consisting of physical
security procedures, good information management practices,
and computer system/network access controls. Thisrevision
supersedes FIPS 46-2 inits entirety.

73

Guidelinesfor Security of
Computer Applications- June
30, 1980

Describes the different security objectives for acomputer
application, explains the control measures that can be used, and
identifies the decisions that should be made at each stage in the
life cycle of a sensitive computer application. For usein
planning, developing, and operating computer systems which
require protection.

Guideline on User
Authentication Techniques for
Computer Network Access
Control - Sept 29, 1980

Provides guidance in the selection and implementation of
techniques for authenticating the users of remote terminalsin
order to safeguard against unauthorized access to computers
and computer networks.

102

Guideline for Computer
Security Certification and
Accreditation - Sept 27, 1983

Describes how to establish and how to carry out a certification
and accreditation program for computer security. Certification
consists of atechnical evaluation of a sensitive system to see
how well it meetsits security requirements. Accreditation isthe
official management authorization for the operation of the
system and is based on the certification process.

112

Password Usage - May 30,
1985

Defines 10 factors to be considered in the design,
implementation, and use of access control systemsthat are
based on passwords. It specifies minimum security criteriafor
such systems and provides guidance for selecting additional
security criteriafor password systems that must meet higher
security requirements.

113

Computer Data Authentication
- May 30, 1985

Specifies a Data Authentication Algorithm (DAA) which, when
applied to computer data, automatically and accurately detects
unauthorized modifications, both intentional and accidental.
Based on FIPS PUB 46.

127-2

Database L anguage SQL
(ANSI X3.135-1992) - June 02,
1993

FIPS 127-2 adopts ANS| X3.135-1992 Database L anguage
(Structured Query Language [SQL]) that defines the syntactic
and semantic rules for database definition and data
manipulation in arelational model database management
system.

161-2

Electronic Data Interchange
(EDI) - May 22, 1996

FIPS 161-2 adopts, with specific conditions, the familiesof EDI
standards known as X12, UN/EDIFACT, and HL 7 devel oped by
national and international standards developing organizations.
FIPS 161-2 does not mandate the implementation of EDI

systems within the federal government, but requires the use of
theidentified families of standards when federal agencies and
organizationsimplement EDI systems.

181

Automated Password

Specifies a standard to be used by Federal organizations that

FIL/Q
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Table C-1 FIPSPUBS

Title

Generator (APG) - Oct 05, 1993

Description

require computer generated pronounceabl e passwordsto
authenticate the personal identity of an ADP system user, and
to authorize access to system resources. The standard
describes an automated password generation al gorithm that
randomly creates simple pronounceabl e syllables as passwords.
The password generator accepts input from arandom number
generator based on the Data Encryption Standard (DES)
cryptographic algorithm defined in FIPS 46-2.

Digital Signature Standard
(DSS) - January 27, 2000

This standard specifies algorithms appropriate for applications
requiring adigital, rather than written, signature. A digital
signature is represented in a computer as a string of binary
digits. A digital signature is computed using a set of rulesand a
set of parameters such that the identity of the signatory and
integrity of the data can be verified. An algorithm providesthe
capability to generate and verify signatures. Signature
generation makes use of a private key to generate adigital
signature. Signature verification makes use of apublic key,
which correspondsto, but is not the same as, the private key.
Each user possesses a private and public key pair. Private keys
are kept secret; public keys may be shared. Anyone can verify
the signature of a user by employing that user’s public key.
Only the user’s private key can be used to generate a Signature.
This revision supersedes FIPS 186-1 in its entirety.
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And Glossary of Terms



Acronym/Abbreviation |

Table D-1. Acronymsand Abbreviations
Definition

ADIMS Automated Drug Information Management System
ADP Automated Data Processing

AHRQ Agency for Healthcare Quality and Research

ANDA Abbreviated New Drug Application

ANSI American National Standards I nstitute

APG Automated Password Generator

BLA Biologics Licensing Application

CBER Center for Biologics Evaluation and Research

CDER Center for Drug Evaluation and Research

CDR Central Document Room

CDRH Center for Devices and Radiological Health

CFR Code of Federal Regulations

CFSAN Center for Food Safety and Applied Nutrition

CID Center Ingredient Dictionary

CMSA Consolidated Metropolitan Statistical Areas

COMIS Center-wide Oracle Management I nformation System
COTS Commercia Off-The-Shelf

CVM Center for Veterinary Medicine

DAA Data Authentication Algorithm

DARRTS Document Archiving, Reporting, and Regulatory Tracking System
DDMAC Division of Drug Marketing, Advertising, and Communications
DDR Division Document Room

DES Data Encryption Standard

DHHS Department of Health and Human Services

DLR Drug Listing Rule

DMETS Division of Medication Errors and Technical Support
DoS Department of State

DPRF Drug Product Reference File

DRLS Drug Registration and Listing System

DSRCS Division of Surveillance, Research and Communication Support
EA Enterprise Architecture

EDI Electronic Data I nterchange

EDR Electronic Document Room

ELR Electronic Labedling Rule

FDA Food and Drug Administration

FIPSPUBS Federal Information Processing Standards Publications
HL7 Health Level Seven

ICH International Conference on Harmonisation

IMSC Information Management Steering Committee

IND Investigational New Drug Application

MaPPs Manual of Policiesand Procedures

MedWatch Medical Products Reporting System

MSA Metropolitan Statistical Area

NECMA New England County Metropolitan Area

NCTR National Center for Toxicological Research

NCVHS National Committee on Vital and Health Statistics
NDA New Drug Application

NDC National Drug Code

FIL/Q




Table D-1. Acronymsand Abbreviations
Definition

Acronym/Abbreviation |

NIST National Institute of Standards and Technology
NLM National Library of Medicine
oC Office of Commissioner
ODE Online Data Entry
oM Office of Information Management
OoIT Office of Information Technology
OMB Office of Management and Budget
OND Office of New Drug
OPS Office of Pharmaceutical Science
ORA Office of Regulatory Affairs
oTC Over-the-Counter
PDF Portable Document Format
PDUFA Prescription Drug User Fee Act
PLR Professional Labeling Rule
PMRI Patient Medical Record Information
PMSA Primary Metropolitan Statistical Area
PP Patient Package I nsert
SPL Structured Product Labeling
SQL Sequential Query Language
TBD To Be Determined
TDEA Triple Data Encryption Algorithm
TRB Technical Review Board
TBD To Be Determined
UNII UNique Ingredient Identifier
XML eXtensible Markup Language
Table D-2. Glossary of Terms
Term Definition
Application Aninitial request submitted to centers for approval of a new product

(Biologics Licensing Application [BLA], New Drug Application [NDA], or
Investigational New Drug Application [IND]).

Center for Biologics
Evaluation and Research
(CBER)

Center within FDA that regulates biological products for human use under
applicable federal laws, including the Public Health Service Act and the
Federal Food, Drug, and Cosmetic Act.

Center for Devices and

Radiological Health (CDRH)

Center responsible for ensuring the safety and effectiveness of medical
devices and eliminating unnecessary human exposure to man-made
radiation from medical, occupational, and consumer products.

Center for Drug Evaluation
and Research (CDER)

Center that assures that safe and effective drugs are available to the
American people.

Center for Food Safety and
Applied Nutrition (CFSAN)

Center responsible for promoting and protecting the public’s health by
ensuring that the nation’ s food supply is safe, sanitary, wholesome, and
honestly labeled, and that cosmetic products are safe and properly labeled.

Center for Veterinary
Medicine (CVM)

Center that regulates the manufacture and distribution of food additives
and drugs that will be givento animals.

Enterprise Architecture (EA)

A strategic information asset base that defines the business, the
information necessary to operate the business, the technol ogies necessary
to support the business operations, and the transitional processes
necessary for implementing new technologies in response to the changing
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Term

Table D-2. Glossary of Terms
| Definition |
business needs.

Final SPL section

Refersto the approved SPL section after negotiation/review isover or CBE
section prior to commencement of review activities.

National Center for
Toxicological Research
(NCTR)

Center that conducts peer-reviewed scientific research that supports and
anticipatesthe FDA’s current and future regulatory needs.

Structured Product Labeling
(SPL) Standard

SPL Standard isan ANSI accredited XML document markup standard for
product labeling.

Structured Product Labeling
(SPL) Project

SPL Project isapart of larger initiative called the Daily Med. The project
goal isto develop atechnical environment that will support processing and
managing labeling and listing to provide up to date product information.
(make match intro definition)




